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The conference materials cover a wide range of issues related to cybersecurity in the context of
enhanced global interaction. In particular, the conference abstracts explore modern cyber threats,
integration of artificial intelligence into security systems, transformation of cyber defence methods
and exchange of foreign experience. The conference participants discussed approaches to addressing
topical issues of information security at the international level and providing practical knowledge to
students, professionals and researchers. Organisers of the conference: Ferenc Rakoczi ll
Transcarpathian Hungarian College of Higher Education and Uzhhorod National University. Co-
organisers: National Aviation University, IT Step University, University of Presov and Northern
University Center of Baia Mare at Technical University of Cluj-Napoca.
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Responsibility for the content and accuracy of publications rests with the authors of the conference
abstracts. The views of the authors of publications may not coincide with the views of the editors.
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A kiadvany 2024. oktober 15-16-an, Beregszaszban Kiberbiztonsag a hatdarokon atnyulo
egytittmiitkodésben cimmel megrendezett nemzetkézi tudoményos ¢€s szakmai konferencian
elhangzott el6adasok absztraktjait tartalmazza. Az elGadasok szerkesztett anyagai oOlyan
kibervédelemi kérdéseket vizsgalnak a fokozodd globalis egyiittmiikodés koriilményeivel
Osszefliggésben, mint a modern kibertiamadasok, a mesterséges intelligencia integralasa a biztonsagi
rendszerekbe, a kiberbiztonsagi modszerek atalakulasa és a nemzetkdzi kibervédelmi tapasztalatcsere.
A konferencia résztvevoi tovabba megvitattdk az informécidbiztonsag aktualis kérdéseinek
lehetséges megoldasait nemzetkézi szinten, valamint a tudas, ismeretanyag hallgatoknak,
szakembereknek ¢€s kutatoknak torténd atadasanak modjait. A konferencia szervezoi: a II. Rakdczi
Ferenc Karpataljai Magyar Foiskola ¢s az Ungvari Nemzeti Egyetem. Tarsszervezok: Nemzeti
Repiilomérnoki Egyetem, IT-STEP University, Eperjesi Egyetem, a Kolozsvari Miiszaki Egyetem
Nagybanyai Eszaki Egyetemi Kézpontja.

Nyomtatott és elektronikus formaban (PDF-fjlformatumban) torténd kiaddsra javasolta
a II. Rakodczi Ferenc Karpataljai Magyar Foiskola Tudoméanyos Tanécsa
(2024. november 21., 10. szamu jegyz6konyv).

Kiadasra eldkészitette a I1. Rakoczi Ferenc Karpataljai Magyar Foiskola Torténelem- és
Tarsadalomtudomanyi Tanszéke, Szamvitel és Auditalas Tanszéke, Matematika és Informatika
Tanszéke, Kiadoi Részlege, valamint az Ungvari Nemzeti Egyetem Szoftverrendszerek Tanszéke,
Nemzetk6zi Tanulmanyok és Kozszolgalati Kommunikacié Tanszéke egylittmiikdve
a II. Rékdczi Ferenc Karpataljai Magyar Foiskola Kiaddi Részlegével.

Szerkesztette:
Csernicsko Istvan, Maruszinec Marianna, Molnar D. Erzsébet,
Melehanics Anna és Mulesza Okszana

Miiszaki szerkesztés: Dardci Adam, Dobos Sandor és Ljah Thor
Korrektara: a szerzok
Boritoterv: Toth Vivien

ETO-besorolés: a II. RF KMF Apdaczai Csere Janos Konyvtara

A kiadasért felel:
Dobos Sandor (a 1I. Rakdczi Ferenc Karpataljai Magyar Fdiskola Kiadoi Részlegének vezetdje)

A monografia tartalméért €s hitelességéért a szerzok viselik a felelosséget.
A szerzOk allaspontja nem feltétlenil tiikrozi a szerkesztok véleményét.

Az Ungvari Nemzeti Egyetem kutatoi és oktatoi munkatarsainak €s hallgatdinak publikacioi Ukrajna
Oktatasi és Tudoméanyos Minisztériumanak tamogatasaval, a DB-921M ,,Az informacidbiztonsag
védelme a nemzetkdzi egyiittmiikddési projektek iranyitasaban Ukrajna nemzetbiztonsaganak
biztositasa alapjan” cimii allami koltségvetési projekt teljesitésének részeként késziiltek.

: A konferenciat és a kiadvany megjelentetését §
Magyarorszag Korméanya tamogatta. -
% &y 8 Y 8 BETHLEN GABOR

Alap
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In today's interconnected world, cybersecurity has become a pivotal concern for nations, and
Canada is no exception. As technology advances, so too do the threats that jeopardize the security of
individuals, organizations, and the country’s critical infrastructure. With increasing reliance on digital
systems, the potential for cyberattacks grows, impacting everything from personal data to national
security. The rise of the internet and digital technologies has transformed how businesses operate and
how individuals communicate, but it has also opened the door to malicious actors seeking to exploit
vulnerabilities. Cybersecurity threats can range from ransomware attacks that lock users out of their
systems to data breaches that compromise sensitive personal information. These threats are not just
technical issues; they can have significant economic and social implications, affecting public trust
and national security.

Canada's cybersecurity environment is characterized by a diverse array of threats. These range
from cybercrime perpetrated by individuals and organized groups to state-sponsored attacks targeting
critical infrastructure. Recent years have seen a surge in incidents of ransomware, phishing, and data
breaches, significantly impacting both private enterprises and public institutions. According to the
Canadian Centre for Cyber Security (CCCS), sectors such as healthcare, finance, and energy are
particularly vulnerable, often serving as attractive targets for cybercriminals looking to exploit
weaknesses. In 2021, the Canadian Centre for Cyber Security (CCCS) reported a staggering increase
in ransomware incidents, with a 151% rise compared to the previous year. This trend is echoed
globally; according to Cybersecurity Ventures, ransomware attacks are projected to occur every 11
seconds by 2021, up from every 40 seconds in 2016. This alarming statistic underscores the urgency
for effective cybersecurity measures (CCCS, 2022).

The COVID-19 pandemic further exacerbated the cybersecurity landscape, as many organizations
rapidly transitioned to remote work, inadvertently expanding their attack surfaces in unprecedented
ways. With employees accessing corporate networks from home, often on personal devices and
unsecured Wi-Fi connections, potential vulnerabilities multiplied significantly. According to a report
by the Cybersecurity and Infrastructure Security Agency (CISA), this shift led to a noticeable increase
in cyber incidents, emphasizing how the rapid adoption of remote work arrangements created new
opportunities for cybercriminals (CISA, 2020).

Cybercriminals quickly adapted to this new normal, launching targeted phishing campaigns that
exploited the heightened fears and uncertainties surrounding the pandemic. For example, studies from
cybersecurity firms indicated that the volume of phishing emails surged, with some organizations
reporting increases of up to 600% during the early months of the pandemic (Mimecast, 2020). These
attacks were often crafted to appear as communications from trusted entities, such as health
organizations or government agencies, containing urgent information about COVID-19 protocols,
vaccine availability, or financial assistance. Such messages lured individuals into clicking on
malicious links or downloading harmful attachments, which compromised both personal and
organizational data.

Moreover, many employees lacked adequate cybersecurity training and awareness. As companies
rushed to implement remote work policies, training sessions were often abbreviated or overlooked
altogether. A study by IBM found that 95% of cybersecurity breaches are due to human error,
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highlighting the critical role that employee awareness plays in maintaining security (IBM, 2021). The
abrupt transition meant that many workers were unprepared for the increased risks associated with
remote work, leaving significant gaps in knowledge about safe online practices. As a result,
employees became more susceptible to social engineering tactics, creating an environment ripe for
exploitation.

In addition to phishing attacks, cybercriminals exploited security gaps in home networks. Many
employees relied on personal routers and devices that were not configured with the same level of
security as those found in corporate environments. A report from the Federal Bureau of Investigation
(FBI) indicated that unpatched software vulnerabilities and weak home network security were
frequently targeted by cybercriminals, allowing unauthorized access to sensitive corporate
information (FBI, 2020). Without robust firewalls and intrusion detection systems, home networks
became easy targets for attackers seeking unauthorized access to organizational systems.

This evolving landscape underscores the urgent need for effective cybersecurity measures tailored
to remote work environments. Organizations must not only reinforce their existing cybersecurity
frameworks but also adopt new strategies to address the unique challenges posed by remote work.
This includes implementing multifactor authentication, conducting regular security assessments, and
providing comprehensive cybersecurity training to employees, ensuring they are equipped to
recognize and respond to potential threats (Chaffey, 2021).

The pandemic has fundamentally altered the way we work, and as a result, the need for a proactive
approach to cybersecurity has never been more critical. Organizations must recognize that the shift
to remote work is likely to persist in some capacity, necessitating a long-term commitment to
cybersecurity investment and innovation. According to the World Economic Forum, the ongoing
hybrid work model may become a standard practice, which means that businesses must adapt their
cybersecurity strategies accordingly (World Economic Forum, 2021). By adopting a forward-thinking
mindset and prioritizing the security of remote work environments, organizations can better protect
themselves against the evolving tactics of cybercriminals, ultimately safeguarding their operations
and sensitive data.

Moreover, the rapid adoption of new technologies, including cloud computing and the Internet of
Things (1oT), has expanded the attack surface available to malicious actors. Each connected device
and online service presents potential vulnerabilities that can be exploited. The literature indicates that
as the digital landscape evolves, so too must the strategies employed to mitigate these threats (Dunn
Cavelty, 2013). The challenge lies in ensuring that security protocols keep pace with technological
advancements.

In response to these challenges, the Canadian government has implemented several initiatives
aimed at strengthening the nation's cybersecurity posture. Recognizing the increasing complexity of
cyber threats, the 2018 National Cyber Security Strategy emphasizes a multi-faceted approach that
encourages collaboration among government agencies, private sector stakeholders, and civil society.
This strategy underscores the need for resilience by focusing on prevention, response, and recovery
from cyber incidents (Public Safety Canada, 2018).

A central tenet of the strategy is the promotion of partnerships across various sectors. The
government acknowledges that cybersecurity is a shared responsibility and that effective defense
requires the engagement of all stakeholders. Research highlights the importance of public-private
partnerships in enhancing cybersecurity resilience, as these collaborations facilitate information
sharing, threat intelligence, and best practices (NIST, 2020). For instance, the Canadian Cyber
Security Strategy fosters cooperation between the Canadian Centre for Cyber Security (CCCS) and
private sector entities, enabling organizations to access timely threat assessments and resources.

Furthermore, the strategy highlights the importance of building a robust cybersecurity workforce.
The Canadian government has recognized that a skilled workforce is essential for developing and
maintaining effective cybersecurity measures. The 2018 strategy outlines plans to enhance education
and training in cybersecurity fields, promoting initiatives that engage educational institutions and
industry players. Literature indicates that organizations with a strong emphasis on training and
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development are better equipped to handle cyber threats, as employees become more adept at
recognizing and responding to potential risks (Cybersecurity Workforce Framework, 2017).

In addition to workforce development, the National Cyber Security Strategy places a strong
emphasis on public awareness and education. Recognizing that human error is a significant factor in
many cyber incidents, the strategy aims to equip Canadians with the knowledge and skills needed to
navigate the digital landscape safely. Programs aimed at raising awareness about cybersecurity best
practices are crucial, as studies show that informed users are less likely to fall victim to cyber attacks
(Holt et al., 2020). Campaigns targeting schools, businesses, and community organizations help instill
a culture of cybersecurity, ultimately leading to greater resilience at the societal level.

Another key aspect of the strategy is the commitment to enhancing the security of critical
infrastructure. The Canadian government has identified critical sectors—such as energy, healthcare,
and finance—that are essential for national security and economic stability. By establishing sector-
specific frameworks, the government seeks to ensure that these sectors have the necessary protocols
and resources to withstand and recover from cyber incidents. Research underscores the importance
of protecting critical infrastructure, as disruptions in these sectors can have cascading effects on the
broader economy and public safety (Heidt et al., 2018).

Lastly, the strategy emphasizes the need for continuous adaptation and improvement in
cybersecurity practices. As cyber threats evolve, so too must the measures employed to combat them.
This includes investing in research and development of new technologies and strategies to enhance
threat detection and response capabilities. The literature suggests that an agile and adaptive approach
to cybersecurity is essential for organizations to stay ahead of potential threats (Dunn Cavelty, 2013).
By fostering an environment of innovation and collaboration, Canada can better position itself to face
the challenges of an ever-changing cyber landscape.

In conclusion, the 2018 National Cyber Security Strategy represents a comprehensive approach to
enhancing Canada’s cybersecurity posture. By emphasizing collaboration, workforce development,
public awareness, protection of critical infrastructure, and continuous improvement, the government
aims to build a resilient and secure digital environment. As Canada moves forward, the ongoing
commitment to these principles will be crucial in addressing the multifaceted nature of cyber threats
and safeguarding the nation’s digital future.

The establishment of the CCCS as a central authority for cybersecurity in Canada has been a
significant development. The CCCS provides critical resources, threat intelligence, and guidance to
both the public and private sectors. Its role is to foster a culture of cybersecurity awareness and
preparedness across the nation. In 2021, the CCCS issued over 100 threat advisories, informing
organizations about emerging threats and vulnerabilities (CCCS, 2022).

One notable initiative is the Cybersecurity Strategy for the Federal Government, which aims to
improve the security of government networks and systems while also setting an example for the
private sector. This strategy includes measures for enhancing incident response capabilities and
protecting sensitive information. It also promotes information sharing between government and
industry to create a more unified defense against cyber threats.

While government efforts are crucial, the private sector plays an equally important role in Canada’s
cybersecurity landscape. Many businesses, particularly small and medium-sized enterprises (SMES),
are often ill-prepared for cyber threats. The Canadian Internet Registration Authority (CIRA) notes
that a significant number of SMEs lack basic cybersecurity measures, making them susceptible to
attacks (CIRA, 2021). Initiatives like CyberSecure Canada aim to address this gap by providing
resources and certification to help businesses bolster their cybersecurity practices.

Public awareness is also a critical factor. Educational campaigns focused on promoting cyber
hygiene and best practices are essential in equipping citizens and organizations with the knowledge
needed to defend against cyber threats. Research indicates that informed users are less likely to fall
victim to cybercrime, making education a key component of prevention strategies (Holt et al., 2020).
Programs in schools, community organizations, and workplaces play a vital role in raising awareness
about potential risks and teaching people how to protect themselves online.
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Furthermore, partnerships between government and the private sector have proven effective in
addressing cybersecurity challenges. Information sharing initiatives, such as the Cyber Security
Information Sharing Partnership (CSISP), facilitate the exchange of threat intelligence, allowing
organizations to stay ahead of emerging threat.

Despite significant progress, Canada’s cybersecurity landscape faces several ongoing challenges.
The rapid pace of technological advancement often outstrips existing regulatory frameworks, creating
gaps in security and oversight. Emerging technologies like artificial intelligence and machine learning
introduce new vulnerabilities that must be addressed proactively (Kshetri, 2021). Additionally, the
growing sophistication of cyber threats necessitates continuous adaptation and investment in
cybersecurity measures.

The issue of cybersecurity skills shortages also poses a challenge. The demand for cybersecurity
professionals far exceeds the available talent pool, leading to gaps in expertise that can hinder an
organization’s ability to defend against attacks. Educational institutions are beginning to respond by
offering more cybersecurity programs, but it will take time to develop a workforce equipped to meet
the increasing demands of the industry.

Another significant challenge is the evolving nature of cyber threats. Cybercriminals are becoming
increasingly sophisticated, employing advanced tactics and techniques to breach defenses. State-
sponsored attacks add another layer of complexity, as nation-state actors often have substantial
resources at their disposal, enabling them to conduct prolonged and targeted campaigns against
critical infrastructure.

Looking to the future, Canada must prioritize research and development in cybersecurity
technologies while fostering a culture of innovation. Collaborative efforts between academic
institutions, government, and the private sector can drive advancements in threat detection and
response capabilities. Additionally, the literature emphasizes the need for a more robust legal
framework to address the complexities of cybercrime, ensuring that laws keep pace with
technological evolution (Brenner, 2010).

Furthermore, establishing a national cybersecurity training and certification program could help
bridge the skills gap and prepare more professionals for careers in cybersecurity. Encouraging
diversity in the cybersecurity workforce can also enhance innovation and problem-solving
capabilities. Engaging underrepresented groups and promoting STEM education among youth will
be crucial in building a more resilient workforce.

Canada’s cybersecurity landscape is a complex interplay of challenges and opportunities. As cyber
threats become increasingly sophisticated, the nation must continue to adapt its strategies to safeguard
critical infrastructure, businesses, and citizens. By investing in education, fostering collaboration, and
embracing innovation, Canada can enhance its resilience against an ever-evolving array of cyber
threats. The ongoing commitment to a comprehensive approach will be essential in securing Canada’s
digital future.
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