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AND THE EU IN 2022-2024 IN THE CONTEXT OF ENSURING CYBER RESILIENCE

Abstract The work is devoted to identifying key trends in cyber threats, analyzing types of
vulnerabilities, as well as determining responsible groups and sectors that suffer the greatest losses.
Data from open sources, including international and Ukrainian agencies and organizations on
information security, as well as indices and reports of leading organizations in the field of
cybersecurity and digitalization, are processed. The negative impact of the full-scale invasion of the
Russian Federation into Ukraine on the global level of cybercrime is shown and it is proposed to
increase the level of cyber resilience through the development of digital services and overcoming
digital gaps (disruptions).
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Introduction

This year's 20th World Economic Forum report identifies state-sponsored armed conflict as the top
global risk in 2025 (World Economic Forum, 2025), which, given the Ukrainian realities, is obvious.
In the two-year perspective, geopolitical tensions will increase due to disinformation (first place) and
cyber espionage and war (fifth place). For Ukraine, this negative trend is already part of hybrid
warfare: cyberattacks paralyze the activities of critical infrastructure facilities, the banking system,
the public sector, energy, healthcare, and digital services. At the same time, Ukraine continues to
increase the level of digitalization and cyber defense in these extremely difficult conditions. Despite
the long-term war, Ukraine demonstrates significant progress in digital development, the government
has successfully transferred data and services to international cloud platforms, which guarantees their
security, accessibility, and sustainability, and ensures uninterrupted access to the Internet. This
strategic approach not only protects the country’s digital assets, but also helps maintain economic
activity and public services, strengthening Ukraine’s position as a resilient and forward-looking
leader in digital technologies (UN Department, 2024).

Cybersecurity is becoming one of the key areas that determine the resilience of modern society to
global challenges. Starting from 2022, in the conditions of a full-scale Russian-Ukrainian war and
destabilization of the situation in the Middle East; the USA, Ukraine, Great Britain and EU countries
suffer the most from cyberattacks. The number of cyberattacks related to geopolitical events has
especially increased with the beginning of the full-scale invasion of the Russian Federation into
Ukraine. This is confirmed by reports from government incident response teams ( Computer
Emergency Response Team of Ukraine ( CERT-UA), the European Union Agency for Network and
Information Security (ENISA), the German Federal Office for Information Security (BSI), the British
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National Technical Authority for Cyber Threats and Information Assurance (NCSC), the French
Cybersecurity Agency (ANSSI) and others), as well as the US Cybersecurity and Infrastructure
Protection Agency (CISA) and the Israeli National Cybersecurity Directorate ( INCD), which record
and analyze such threats.

The goal of this work is to identify key trends in cyber threats, analyze types of vulnerabilities
and economic consequences of attacks, and develop proposals for implementing effective policies
through digitalization and measures to counter cyber attacks.

Materials and Methods

In 2000-2024, hackers carried out 3369 attacks, of which 1821 ( 54%) - in 2022-2024 (EuRepoC,
2025). The statistics include attacks on politically motivated targets and critical infrastructure
facilities, regardless of whether they are carried out by states (affiliated groups) or by individual actors
for political purposes. Since November 2022, the European Cyber Incident Repository (EuRepoC),
as an independent consortium, has been tracking cyberattacks that have a geopolitical context and the
corresponding response of states, in order to develop policies and measures to counter cyber threats
based on the assessment and comparison of the "life cycle" of cyber incidents (EuRepoC, 2025).

In particular, changes in the number of cyber incidents are tracked for the period from 2021 to
2024, including in the EU. Fig. 1. clearly shows the growth of cyber incidents that preceded a full-
scale invasion. In fact, targeted massive attacks in cyberspace increased sharply in 2022. It is also
worth noting that since February 2023, EuRepoC has expanded its data set, which explains the sharp
spike in incidents from this period on the global cyber incident graph.
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Fig. 1. Number of cyber incidents against the EU, 2014-2024, [compiled based on data from
EuRepoC, 2025].

According to Fig. 2, most of the attacks that were carried out against Ukraine were of Russian
origin. The total number of attacks against Ukraine is marked in red, blue - the Russian Federation
against Ukraine, light blue - Ukraine against the Russian Federation. The situation with the Russian
Federation as the attacking party shows that since 2021, cyberattacks have been targeted against
Ukraine and reached their peak in 2022. The number of cyber incidents has increased - from 1 incident
in 2020 to 27 incidents in 2022. This increase means a compound annual growth rate (CAGR) of
419.6% in two years. Ukraine during this period showed a slight surge in activity in 2014-2105,
sharply increasing dynamics during 2021-2022 and a significant decrease in cyber incidents in the
second half 0of 2023-2024 directed against the Russian Federation. For the selected period, the number
of cyber incidents increased — from 1 incident in 2014 to 27 in 2022 and 16 incidents in 2024.
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Fig. 2. Number of cyber incidents against Ukraine and the Russian Federation, 2014-2024,
[compiled based on data from EuRepoC, 2025].

Based on aggregated data from national agencies, the main trends in cyberattacks by country are
shown. The number of attacks reflects recorded cyber incidents, i.e. successful attacks on
organizations, government agencies, companies or other objects or attempts.

In particular, on the eve of the Munich Security Conference (February 2025), a study on threats in
the cyber and information space (CIR) was published, which also contained information on risks for
the EU's foreign and security policy. Among the EU's critical infrastructure facilities in 2024, the
healthcare sector, which contains confidential data, suffered the highest rate of attacks (ransomware
and data theft) [Bund J., Bendiek A., Hemmelskamp J., p.3]. The largest share of cyberattacks on EU
countries falls on the actively attacking Russian Federation and China, which also observe a change
in the types of attacks. Within the EU, groups of Russian origin stand out for their participation in
DDoS attacks, as a low-cost method of psychological influence. While Chinese groups focused on
cyberespionage, avoiding detection [Bund J., Bendiek A., Hemmelskamp J, pp. 4-6].

Analysis of cyber threat statistics for 2022-2024 showed a significant increase in the number of
attacks and their complexity. The presented table 1 summarizes data on key aspects of cyber threats
over the past three years (2022-2024). The data is collected from open sources, including
international ones: the European Union Agency for Network and Information Security (ENISA), and
Ukrainian organizations, in particular the Cyber Police of Ukraine, CERT-UA. The most attacked
sector is public administration. Public institutions are a key target for cybercriminals, in particular in
the context of cyber espionage, destabilization of the work of state bodies and cyberwarfare. The high
proportion of attacks on the public sector also likely indicates that both cyber defense and the
organization of attacks are carried out by state special services. This is confirmed by the active
activities of government incident response teams (CERT-UA, ENISA and others), which record and
analyze such threats. In addition to the public sector, a significant level of attacks is recorded in the
financial, energy and educational sectors. The financial sector remains attractive to criminals due to
the possibility of stealing funds and confidential data. Educational institutions are becoming targets
due to the widespread implementation of distance learning and insufficient level of protection.

Table 1. Sectors of the economy that were attacked in 2022-2024.

Year Sector Attack rate (%) Source

2022 |  State 30 CERT-UA, 2022,
p.10

2022 |  Financial 25 ENISA, 2022,
p.22
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2022 Medical 15 ENISA, 2022,
p.25
2022 Others 30 ) 1SERT-UA, 2022,
2023 |  State 28 ) leRT-UA, 2023,
2023 Financial 27 ENISA, 2023,
p.30
ENISA, 2023,
2023 Energy 18 035
2023 |  Others 27 ) lgiERT-UA, 2023,
2024 State 32 . 9CERT-UA, 2024,
2024 Financial 26 ENISA, 2024,
p.28
2024 Educational 20 ) 3I;3NISA, 2024,
2024 Others 7 ) 1?ERT—UA, 2024,

In 2022, a significant number of attacks were recorded against government institutions with the
aim of destabilizing their work; financial institutions were attacked to steal funds and confidential
customer data; medical institutions were targeted due to the value of medical data and the
vulnerability of their systems; other attacks included attacks on the education, energy and other
sectors. In 2023, attacks on government agencies continued for the purpose of intelligence gathering,
sabotage and increased attacks on the financial sector due to the development of digital services and
online banking; energy companies became targets of attacks to undermine critical infrastructure;
attacks on the medical, education and other sectors also did not significantly decrease. 2024 brought
an increase in the number of attacks on government institutions related to the escalation of cyber
conflicts; The financial sector has become an attractive target for cybercriminals due to the potential
financial gain, while educational institutions are vulnerable to attacks due to the introduction of
distance learning and insufficient level of protection.

In terms of tactics, it is safe to say that phishing remains effective, but attacks on supply chains, the
exploitation of zero-day vulnerabilities and the use of artificial intelligence to automate hacks are coming
to the fore. DDoS attacks are becoming more widespread, and ransomware is even more aggressive. At
the same time, not only state-owned hacking groups are increasingly active, but also criminal groups that
sell their services on the Darknet market. Hacktivists such as Anonymous and Anonymous Sudan are
adding to the chaos by attacking for political motives. In addition, a third of cyberattacks were not
identified by country of origin. This highlights the difficulty of attributing cyberattacks in today's
cyberspace, where attackers often use techniques to hide their true location and identity.

In 2024, after three years of research by scientists from the University of Oxford and the University
of New South Wales in Canberra, the Global Cybercrime Index was proposed, created to develop
effective solutions to mitigate cyber threats at the national and international levels ( Bruce, Lusthaus,
Kashyap, Phair, Varese, 2024 ). The research methodology was developed in 2020 with the aim of
geographically ranking cybercrime, which, according to the researchers, makes it possible to better
understand and counteract it at the level of adopting relevant policies. The assessment of the
participation of countries in cybercrime was carried out on the basis of a survey of 92 leading
cybercrime experts during March-October 2021 according to five main categories of cybercrime and
ranking by technological complexity (T-score) (Fig. 1). A negative indicator corresponds to lower
technological complexity, plus - to higher. The study was published in April 2024. As can be seen
from the line graph, experts who participated in this study stated that the Russian Federation and
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Ukraine are the most high-tech centers of cybercrime, while British, African, and Indian
cybercriminals engage in less technical forms of cybercrime.
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Fig. 3. Technical indicators (T-score) of the 15 best-performing countries, WCIL.

This study leads to a number of conclusions and comments on the generalizations made. The
scientists themselves agree that, given the small number of experts, the snowball method that was
chosen for the study has limitations in terms of generalization of the results . The sample of
participants also indicates a significant predominance of experts from Europe (42% of those
surveyed), which could have affected the optics of the results. At the same time, the study, as well as
the publication itself, did not take into account the prerequisites (including the war) that has been
going on between the Russian Federation and Ukraine since 2014, and the very fact of the Russian
Federation's full-scale invasion on February 24, 2022. The need to take this extremely important
factor into account when preparing the study itself is clearly evidenced by official Europol (European
Union Agency for Law Enforcement Cooperation) statistics and the above-mentioned EuRepoC data.

Results and Discussion

In 2020-2021, Ukraine also saw a significant increase in the level of digitalization compared to
other Eastern European countries. The level of digital transformation of the public sector, the
implementation of e-government (for example, the "Diya" platform), and the active development of
cybersecurity infrastructure also indicate the country's high technological potential and its readiness,
even in conditions of full-scale war, to preserve the principles of democracy through open data and
digitalization of public services. According to the results of the UN study "E-Government Review
2024. Accelerating Digital Transformation for Sustainable Development"”, Ukraine significantly
improved its position in the global digital governance rankings, becoming the first in the E-
Participation Index (EPART), rising by 56 positions compared to 2022 . And in the e-government
rating (E-Government Development Index, EGDI) — it took 30th place among 193 countries in the
world, which is 16 positions higher than in 2022. The situation is completely opposite in the Russian
Federation, which has chosen the path of authoritarianism for the past 20 years. In the e-participation
rating (E-Participation Index, EPART), starting from 2012, the Russian Federation gradually moved
from 19th place to 66th in 2024. And in the e-government rating (E-Government Development Index,
EGDI) — it took 43rd place, which is 16 positions higher than in 2012. These data indirectly indicate
differences in the trends in the use of digital technologies both in the development of the state and in
its protection and defense against external cyber threats.

The European Repository of Cyber Incidents (EuRepoC) and the Cybercrime Index (WCI)
discussed above, created to develop policies and measures to counter cyberattacks, require taking into
account the geopolitical component, especially in the context of cyberwarfare as a component of a
full-scale invasion by the Russian Federation. After all, Ukraine is forced to conduct not only
defensive, but also offensive cyber operations. Therefore, such indices as the WCI require taking into
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account the geopolitical prerequisites and cyber activities that preceded the full-scale invasion and
took place throughout 2021, as well as the hybrid war that has been actively waged in cyberspace
since 2014. On the other hand, if according to the WCI Ukraine is defined as a high-tech hub of
cybercrime alongside the Russian Federation, it may indicate stereotypes that existed among
European experts about Ukraine on the eve of a full-scale invasion, such as a high level of general
crime, corruption, and frequent identification (merger) of the Ukrainian and Russian IT segments. It
should be noted that during the survey period, Ukraine monitored significant development of the IT
sector, where “ compared to neighboring countries, Ukraine was considered an attractive hub” , in
particular, the growth of IT services exports, which in 2021 amounted to 37% of all Ukrainian export
services at $6.8 billion ( compared to $5 billion in 2020). ( Kondrashov, 2022 ).

Massive and large-scale cyberattacks require strengthening common policies and the formation of
an appropriate cyber solution market for both the public and private sectors. Among the leaders of
the global cybersecurity market are the USA ($81 billion), China ($15 billion), Great Britain ($11
billion), Japan ($9 billion), Germany ($8 billion), where Ukraine's share in the global market is
approximately 0.07% and was mainly provided through international donor support ( IT Ukraine,
2024, p. 9). In particular, US assistance to Ukraine in cybersecurity for 2022-2024 amounted to $82
million ( IT Ukraine, 2024, p. 12). Significant economic losses due to cyberattacks include direct
(ransoms, data recovery costs and rebuilding of destroyed systems) and hidden costs (loss of
reputation, productivity, legal costs and fines for non-compliance with standards such as GDPR, NIS2
or CCPA, increased costs for cyber insurance, investments in training) (Poligenko, 2025). According
to the “Cost of Data Breach” report, conducted by the independent Ponemon Institute with the support
of IBM, among 604 organizations that suffered data breaches from March 2023 to February 2024 in
16 countries, The average cost of a cyber incident is expected to increase from $4.45 million in 2023
to $4.88 million in 2024, a 10% increase driven by increased recovery costs and other indirect costs
( IBM Security, 2024 ). The public sector, financial services, and energy sectors are the most affected,
highlighting the need for increased cyber security in these sectors. Attacks on energy facilities are
aimed at disrupting critical infrastructure, which can have significant socio-economic consequences,
especially since the start of the Russian-Ukrainian war.

In 2025 Global financial losses from cyberattacks could reach $ 10.5 trillion (the estimate consists
of both direct and hidden losses ( Morgan, 2024). This is due to the further increase in the number
and complexity of attacks, as well as the active use of artificial intelligence by cybercriminals, which
requires improving national cyber defense strategies, implementing more effective threat monitoring
systems, and international cooperation in the field of cybersecurity.

Conclusions

The development of digital technologies, despite their positive impact on the economy and society,
i1s accompanied by increasing risks associated with cyberattacks, which can lead to large-scale
financial losses, disruptions to critical infrastructure, data theft, and compromise of confidential
information.

Cybersecurity regulations and policies play a crucial role in safeguarding the digital landscape of
the United States. the government to establish a comprehensive framework to protect critical
infrastructure, sensitive data, and national security. Cybersecurity regulations and policies in the US
have made significant strides in enhancing the nation's cyber resilience. The consistent surge in the
cost of cybercrimes highlights the urgent need for robust cybersecurity measures. This finding implies
that the current cybersecurity landscape demands a multifaceted approach to regulation, addressing a
spectrum of threats.

Cybercrime as a result of illegal activity in cyberspace increasingly contains a geopolitical
component, which, as a result of the full-scale invasion of the Russian Federation, has reached a new
level of global scale. To counter the growing threats, coordinated actions of state, private and
international organizations are required, as well as regular training and improvement of cyber hygiene
among the population by overcoming digital divides, because the digitalization of a significant
number of services requires an increase in relevant knowledge and skills.
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Cyber threat statistics for 2022—-2024 indicate a significant increase in the number of attacks and
their complexity. For Ukraine, this negative trend is already part of hybrid warfare: cyber attacks
paralyze the activities of critical infrastructure facilities, the banking system, the public sector, energy,
healthcare, and digital services. At the same time, Ukraine continues to increase the level of
digitalization and cyber defense in these extremely difficult conditions. In particular, in the direction
of European integration, an active screening process is underway, i.e. the official procedure for
adapting Ukrainian legislation to EU law under Chapter 10 "Digital Transformation and Media" .
Despite the long war, Ukraine is demonstrating significant progress in digital development, the
government has successfully transferred data and services to international cloud platforms, which
guarantees their security, accessibility, and sustainability, and ensures uninterrupted access to the
Internet. Such a strategic approach not only protects the country's digital assets, but also contributes
to the preservation of economic activity and the functioning of public services. This strengthens
Ukraine's position as a sustainable and forward-looking leader in the field of digital technologies [UN
Department of Economic and Social Affairs].

The dynamics of attacks on various sectors of the economy indicate a growing role of state
agencies in cybersecurity and a growing threat to critical industries. This requires improving national
cyber defense strategies, implementing more effective threat monitoring systems, and international
cooperation in cybersecurity. On the other hand, national security in cyberspace is largely dependent
on private companies that control and develop cloud technologies. An extreme case is Microsoft’s
assistance to the Ukrainian government during the Russian invasion in February-March 2022. During
this emergency, Microsoft helped Ukraine migrate key data, moving government ministries to the
cloud to back up government data. This move had geostrategic implications for how the war unfolded
and for Ukraine’s resilience (Fedorov, 2022). In fact, cloud services proved to be one of the main
factors hindering Russia’s cyber operations during the war, leading to “widespread improvements in
Ukraine’s overall cybersecurity and resilience” (Bateman, 2022, 33, 42-43).

Training and Cyber Security Culture. Findings indicate the need for a cyber security culture within
academic institutions, which could be achieved through regular training and mandatory security
education for both staff and students.... Existing cyber security policies should be evaluated against
international standards such as the ISO 27000 series to identify gaps, especially in disaster recovery
and data backup protocols

The identification of activities and groups indicates the strategic nature of many attacks with
geopolitical and economic motives. This emphasizes the importance of international cooperation,
improving monitoring mechanisms and implementing new technologies and procedures for cyber
defense. Such cyber solutions adapted to unique requirements include both technical (application
security, cloud security, data security, network security, endpoint security) and organizational (risk
management that supports compliance with regulatory requirements and protects against security
risks) ( IT Ukraine, 2024, p. 4). The public sector can only partially counteract cyber risks, as the
scale and technical level of cyber attacks increases every year.
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