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BUKOPUCTAHHSA IITYYHOI'O IHTEJIEKTY
JJIAA JOCATHEHHSA BE3IIEYHOI'O HUPPOBOT'O ITPOCTOPY

B cydacHomy cBiti, A¢ nudpoBi TEXHONOTIi BCE MPOTPECHUBHIIIE IHTETPYIOThCS B yci chepu
KUTTETISTTHHOCTI - BiJ] OCBITH JI0 OXOPOHU 3/I0pOB’s, BiJ (DiHAHCIB A0 JIEP>KABHOTO YIPABIIHHS — B
uppoBOoMy IMpocTOpl HAOyBa€ KPUTHUYHOTO 3HAUEHHsSI NMUTAHHS Oe3leKku. 3 KOXKHUM JHEM MU
CTHKAEMOCS 3 HOBHMH BHKJIMKAMH: KiOCP3JIOYMHHICTIO, BHUTOKOM JaHHX, Je3iHPOpMAIli€r0 Ta
HopylieHHsAM KoH(ineHuiiHocTi. CaMe INTY4YHUH IHTENEKT - HEe SK 3arpo3a, a K HOTYXHUH
IHCTpYMEHT 3aXHUCTY, KM Ma€ 34aTHICTh aHAIII3yBaTH BEIMKI OOCATH NaHWX, BUSBIATH aHOMAJii,
IIPOrHO3YBaTH PU3MKHU Ta aBTOMATH3YyBaTU pearyBaHHS Ha 3arpo3M BiJIKpUBA€ HOBI FOPU30HTH IS
CTBOpPEHHS 0€31eYHOT0 I(PPOBOTO CEPEIOBHIIIA.

Ha nepumii momisii BUKOPUCTaHHS LITYYHOIO IHTENEKTY MOXKE 3/1aBAaTUCS HAIMIPHO JIOPOIMM 1
CKJIJIHUM DILICHHSM, SIKE ]| CHITy JIMIIE BEIMKHM TEXHOJIOTTYHMM KopropamisM. IIpore B ymoBax
CTPIMKOT'O 3pOCTaHHs IU(POBUX 3arpo3 Taka IHBECTHUIIISI CTA€ HE PO3KIIIIIIIO, @ HEOOXIHICTIO IS OyIib-
SKOI Oprasizamii - He3aIeKHO BiJ 1l po3Mipy 4M Tamy3i AisuibHOCTI. Uepes Te, Mo KUIBKICTh Kibeparak
HEBIIMHHO 3pOCTa€, a iXHI METOIM EBOIIOLIOHYIOTh 3 HEWMOBIPHOKO MIBUAKICTIO. Tak, 3rigHo 3i
crarucTukoro kommanii Kaspersky, mokBapransHo ikcyersest monaa 700 MibHOHIB OHJIARH-HIMICHTIB,
a Cisco momns Onokye Omu3pko 20 MibApaiB arak y mepexax.[1] Lle Moke cBimYUTH MpO aKTUBHE
3aCTOCOBYBAaHHSI aBTOMAaTH30BAaHWX IHCTPYMEHTIB KiOSp3IIOYMHIIIMHU, 30KpEMa aJrOPUTMH INTYYHOTO
IHTEJIEKTY, 3 METOI0 BIIOCKOHAJICHHSI CBOIX aTaK, 0OXOAY TPaJULIMHUX CUCTEM 3aXMCTy Ta ITiJIBUILIECHHS
edextuBHOCTI. OTHUM 13 TIPUKIIA B CKJIATHOI 3arpO3H € IIKIJTUBE IporpaMHe 3ade3nedeHdst Emotet, sike
TIOIIMPIOETHCS uepe3 (immHroBi nosimomiieHHs. [1] I'pyma, sika po3poOuia 1oro, MOTEHIIHHO MoIIa
IHTErpyBaTy WITYYHUI IHTENEKT /IS MIJBUIIEHHS TOYHOCT] Ta MAacIITaOHOCTI aTax.

VY coepi kibepbe3nexku MTYyYHUH 1HTEIEKT MoYaal 3aCTOCOBYBaTy HanpukiHii 1980-x pokis, i 3
TOTO Yacy TEXHOJIOT1S MPOMNIIUIA KUTbKa KITFOYOBHX eTariB eBourolii.[ 2] Croyarky (axiBIl 3 Oe3mexku
BUKOPHCTOBYBAJIM CUCTEMH, 3aCHOBaH1 Ha )KOPCTKO 33/1aHUX MpaBUIIax, K1 pearyBajii Ha 3a371aIeriIb
BHU3HA4Y€H1 MapaMeTpy Ta FeHepyBaJId CHOBIIIEHHS NpH ix nopymenHi.[2] 3 nouatky 2000-x pokiB
PO3BHUTOK MalIMHHOTO HaBYaHHS - 0HOTro 3 HanpsAMiB LI, mo 103Bossie aHani3yBaTu BeJIUKI 00CATH
JAHUX 1 BUSIBJISITH 3aKOHOMIPHOCTI - BIIKPUB HOB1 MOXKIIMBOCTI JUIsl KiOep3axucTy.[2] 3aBasKku IbOMY
(axiB11i 3MOIIM Kpallle po3Mi3HaBaTH TUIIOB1 MOJIeJIi MOBEJIHKU KOPUCTYBauiB 1 MEPEXEBOTro Tpadiky,
BUSIBJISITH aHOMAJTii Ta OTIEPaTUBHO pearyBaTH Ha MOTEHIIIHHI 3arpo3H.

Cepen HalicyyacCHIIIMX JOCATHEHb - '€HEPATUBHUM IUTYYHUH 1HTENEKT, 31aTHUH CTBOPIOBATH
HOBUI KOHTEHT Ha OCHOBI ICHYrouuX JaHuX.[2] Taki cuctemMu MiATPUMYIOTh B3a€MOJII0 B popmari
MPUPOAHOT MOBH, 11O JTO3BOJISIE CreliagicTaM 3 Oe3neku (GopMyIIOBaTH 3alUTH 0€3 BUKOPUCTAHHS
CKJIaHOI TeXHIYHOI TepMiHoorii. llle oqHIM MepCcrneKTHBHIM HAIPSIMOM € BIIPOBAKEHHSI IITYYIHO
IHTENIeKTYaJlbHUX areHTiB, sKi MpallooTh Yy TICHIA B3aeMonii 3 OKPEeMHMH KOpPUCTYyBadaMH,
KOMaHJlaMH Ta oprasizamisiMu. BoHu 31aTHI aBTOMAaTU3yBaTy 3HAUHY YaCTHHY PYTUHHHUX 3aBJaHb 1
MPOIIECiB, MIJABMUIIYIOUN 3arajbHy e(eKTUBHICTb poboTu B cdepi kiGepzaxucry.[2] Haituactime
IITYYHUH I1HTENeKT B KiOepOe3meri 3acTOCOBYIOTh B TakuX cdepax SK: CHUCTeMa KepyBaHHS
1IGHTUYHICTIO Ta JIOCTYIIOM, 3aXMCT KiHIIEBUX TOYOK 1 KEpyBaHHS HMMH, XMapHa Oe3reka, Oe3neka
JaHUX, BUSBJICHHS KiOep3arpo3 Ta po3ciilyBaHHS Ta pearyBaHHs Ha 1HIMJIEHTH.[2]
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VY cucremax KepyBaHHS IACHTHYHICTIO Ta JOCTYNIOM INTYYHHH IHTEJICKT aHAJI3ye TMOBEIIHKY
KOPHCTYBa4iB TIPU BXOZl B CHUCTEMY, BUSBJIAE aHOMalii, iHiIiIoe ABOo(aKTOpHYy aBTeHTH(iKaliio ado
CKHJIaHHS T1apoJIsi, a B pa3i MiJ03pH Ha KOMIIPOMETAITIFO OOJIKOBOTO 3aIuCy - OJIoKye mocty.[2] ¥V cdepi
3aXHMCTY KIHIIEBUX TOYOK IITYYHHH IHTEJIEKT I0TIOMarae iIeHTH(iKyBaTH MpUCTpoi B MEpexi, 3a0e3MeunTH
X aKTyaJbHUMH OHOBJICHHSIMH, A TAKOX BUSIBUTH IIKIJUTUBE MPOrpaMHe 3a0e3MeueHHs UM CIIiN aTaku.[2]
JU1st XMapHOi Oe3MeKH IITYYHUH 1HTeNeKT 00’ €IHY€ JaHi 3 pi3HUX XMAPHHUX CEPBICIB, (POPMYIOUH LLTICHY
KapTUHY PHU3MKIB 1 BPa3JIMBOCTEH, 110 J03BOJISIE ONEPATHBHO pearyBaTtd Ha 3arpo3u. [2] Y KoHTeKcTi
Oe3MeKy JaHMX IITYYHUH IHTEIEKT aBTOMarH3ye mporecd ieHThdikanii koHbimeHiiHoI iH(opmarii,
HE3JISKHO BT MicCIlf ii 30epiraHHs, Ta KOHTPOJIIOE CIPOOU HECAHKITIOHOBAHOTO TIEPEMIITICHHS JTAaHUX 3a
Mexi opranizauii. [2] Y BusiBieHH1 KiGep3arpo3 pillieHHs Ha OCHOBI IITYYHOTO 1HTENEKTY, Taki sk XDR i
SIEM, aHami3yroTh TOBEIIHKY KOPHUCTYBaYiB, KOPEIIOIOTh 1HITUICHTH, 3aMl00IraroTh arakam i (hOpMyrOTh
pexoMeHparii mono mokpamieHas 3axucty.[2] Ilin wac po3ciigyBaHHS Ta pearyBaHHS Ha IHIMIACHTH
IITYYHUHA 1HTEJIEKT JIOTIOMArae IBHIKO OOPOOJIATH BEJMKI OOCSITH AaHWX, BUSBISATH KJIFOYOBI TOJIi Ta
(hopMyITIOBaTH BUCHOBKH y 3pydHOMY (hopmari, 30KpemMa 3a JOIOMOTOI T€HEePATUBHUX MOJICNECH, IO
MATPUMYIOTh IIPUPOIHY MOBY.[2]

[lepeBaramMu 3acTOCyBaHHS MO)KHA BUJAUIUTH: IIBHJKE BHUSABICHHS 3arpo3 - BiH aHaNi3ye THUCSYI
MOJTi, BUOKPEMITFOIOYM KPUTHYHI 1HIIMJECHTH Ta BCTAHOBIIIOIOYM 3B’S3KM MK HUMHU; OnTHMIi3aIis
3BITHOCTI - CTBOPIOE 3p0O3yMiNIi aHAIITUYHI JOKYMEHTH 3 Pi3HUX JDKEPEl, Y BUSBICHHI BPa3IMBOCTEH
ineHTudikye ciabki Miclid, K-OT HEB1IOMI MPUCTPOT UM HE3aXUIleHi JaHi; (s po3BUTKY HABUYOK -
J0TIOMarae aHaJliTHKaM TpalfoBaTé 0e3 3HAHHS 3alWTiB, HA/Ja€ PEKOMEHMAllii Ta MOKPOKOBI
1HCTPYKI1T; MeHIe XuOHUX CHOBIIICHD - 3aBJISKH PO3ITI3HABAHHIO MIAOIOHIB 1 KOHTEKCTY, IITYYHUN
IHTENIEKT 3HW)KYyE HaBaHTAKEHHS Ha KOMaHIW;,; MacmrTaOoBaHICTh - aBTOMATH3yE IIPOIECH,
a/IanTy€eThCs A0 CKIAJHOCTI 3arpo3 1 MIATPUMYE CTAOUIbHICTh CUCTEM Oe3MeKH. [2]

VY migcyMKy, INTYYHHHA IHTENEKT BIIIrpae KIIOUOBY poiib y (DOpMyBaHHI Cy4acHOI CHCTEMH
KibepOe3neky, MepeTBOPIOIOYMCH 13 TEXHOJONYHOT HOBHHKHM HAa CTPATETiuyHO BaXKIMBUN 1HCTPYMEHT
3axucTy. B yMOBaxX CTpIMKOrO 3pOCTaHHS HU(PPOBUX 3arpo3, 3JIOBMHUCHOTO BHUKOPHCTAHHS IITYYHOTO
IHTEJEKTY Ta MOCTIHHOTO PO3LIMPEHHS U(POBOrO MPOCTOPY, HOro BIPOBAKEHHS CTAE HE MPOCTO
OaxaHUM, a HEOOX1JTHUM JJIs OpraHi3amiii Oyb-Kkoro MacuTaly. 3aBIsSKH 31aTHOCTI aHAJI3yBaTH BEJIHKI
00CSITH JTaHWX, BUSIBIATH aHOMAJii, MPOTHO3YBaTH PU3MKU Ta aBTOMATH3YBAaTH pearyBaHHs, IITyYHUN
IHTENEKT 3a0e3NeunTh LIBUJKE BUSBIECHHS 3arpo3, €(QEKTUBHE YIPABIIHHS 1I€HTUYHICTIO, 3aXHUCT
KIHIIEBUX TOYOK, XMapHy Oe3leKy, KOHTpPOJIb HaJ KOH(DIICHIIHHMMH JaHMMH Ta MIATPUMKY B
po3cITixyBaHHi iHIMaEHTIB. Moro mepeBary - i 3SMEHIICHHS XMOHUX CIIOBIIIEHb 10 MACIITA00BAHOCT] -
JIO3BOJISIFOTh KOMaHAaM O€3MeKH [iSTH MPOAKTUBHO, IIBHIKO aaNTyBaTHUCS 10 HOBUX BHUKJIHKIB 1
CTBOPIOBAaTH CTiiiKe IU(pOoBE cepeaoBUILE, 3AATHE IPOTUCTOSTH CyYaCHUM KiOeppHU3HKaM.

CnuCOK BUKOPHCTAHUX JKepeJt
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MIPH YIPABJIiHHI MPOEKTAMH MIXKHAPOJHOTO CITIBpOOITHUIITBA HA 3acajlaX rapaHTyBaHHS HaIllOHAJIBLHOT

Oe3nexku YKpainwy 3a miaTpuMKu MiHICTEpCTBa OCBITH 1 HayKH YKpaiHu.

[TpoBenenHs koHpEpEHIIIT Ta IPyK BUAAHHS 3/1IHCHEHO 32 MIATPUMKH Ypsdy Y TOPIIUHH.

BugaBuunrso: 3akapnaTtchbkuii yropcbkmii yHiBepcuter imeni ®epenna Paxoui IT (agpeca:
1. Komryra 6, m. Beperose, 90202. Enextponna momra: egyetem@kme.org.ua; office@kme.org.ua)
Csidoymeo npo 6HeceHHsi cyO’ekma 6udagHuyoi cnpasu 00 [lepocasnozo peecmpy 6udasyis,
8U20MOBNIBAYIB | PO3N0BCIOONCY8aUie udasHuyoi npodykyii Cepis JIK 8485 6io 23 swcosmusa 2025 poxy.
Apyk: TOB «PIK-¥Y» (agpeca: Byn. Kapnarcekoi Ykpainu 36, m. Yxropon, 88006. EnekrponHa nomira:
print@rik.com.ua) Csidoymeo npo enecenns cyb 'ekma sudasHuyoi cnpasu 0o [lepcasno2o peccmpy 6u-
0asyis, 6UOMIBHUKIE i po3n06ciodicysayis suoasHu4oi npodykyii Cepisn JIK 5040 6io 21 ciuns 2016 poxy

HIpudt «Times New Romany.
[Manip odcernwmii, minbHicTio 80 /M2, [pyk nndposuii. YM. apyk. apk. 31,2.
®dopmar 70x100/16.
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