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CYBER HYGIENE IN THE EDUCATIONAL ENVIRONMENT:
FOSTERING SAFE DIGITAL BEHAVIOR AMONG PARTICIPANTS
IN THE EDUCATIONAL PROCESS

Problem Statement. In the contemporary educational environment, digital technologies and
online communication have become an integral part of the learning process, providing new
opportunities for instruction, interaction, and socialization for both students and educators. At the
same time, the active use of digital resources generates risks to the safety of educational participants,
including cyberbullying, information manipulation, excessive psychological strain, privacy
violations, and uncontrolled use of personal data. The absence of systematic digital security training
and insufficient digital competence among students, teachers, and parents increases the likelihood of
negative consequences arising from the use of information and communication technologies. This
underscores the urgent need to cultivate principles of cyber hygiene among all participants in the
educational process — skills for safe and responsible digital behavior, the ability to critically evaluate
information, avoid risks, and counteract harmful phenomena online.

Analysis of Current Research. Research on cyber hygiene has emphasized issues of
cybersecurity and safe digital behavior within educational contexts. Studies by Yu. Bilyavska, Ya.
Shestak, and others explore cyber hygiene as a key component of digital culture, particularly in the
context of active digitalization in education. Ukrainian researchers such as V. Bykov, O. Burov, and
N. Dementievska focus on cybersecurity mechanisms in digital learning environments, directly
related to the prevention of cyberbullying. O. Chernykh’s research on fostering safe online behavior
in children further confirms the necessity of a systematic approach to digital hygiene education
(JIynromn, 2024), (I'onuaposa, 2022).

Main Content. Cyber hygiene constitutes a crucial element in ensuring user safety in digital
environments. It encompasses knowledge and skills related to protecting personal data, creating
strong passwords, using two-factor authentication, updating software and antivirus programs, and
exercising caution in social networks and online banking. Adherence to cyber hygiene principles
enhances the information security of individual users and society as a whole, reducing the risks of
cyberattacks, data breaches, and cybercrime, which is particularly critical during wartime and in the
context of distance learning (I'onuapoBa, 2022).

Both domestic and international scholars emphasize the importance of cultivating digital culture
among children and youth by integrating cybersecurity into educational processes. Learning
platforms, online courses, quizzes, and simulations facilitate the development of practical skills for
safe online behavior. In Ukraine, the Ministry of Digital Transformation has implemented the
platform “Diia. Digital Education,” which hosts educational series for students, educators, and
parents, including “Fundamentals of Cyber Hygiene,” “Personal Cyber Hygiene,” “Cyber Nannies,”
“Cyberbullying for Teenagers,” and “Beware of Cyber Fraud,” among others. The platform also
provides interactive tools — simulators, tests, and gamified exercises — that allow users to practice
digital safety skills in a hands-on manner (Diia. Education Portal).

Public organizations also play a significant role in promoting cyber hygiene. The NGO
“MINZMIN” runs the “Children’s Online Safety School” and the online course “Digital Rights and
Child Safety,” offering video lessons, checklists, assessments, lesson plans, and materials for parents.
The NGO “Stop Sexting” has developed educational materials for different age groups, online courses
for educators and school directors, and interactive lessons for high school students (e.g., “Billboard
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Test and Online Love,” “Intimate Selfies Online,” “(Non)Child Relationships Online”), aimed at
preventing sexual violence and cyberbullying.

The integration of government initiatives, public projects, interactive teaching methods, and systematic
implementation of cyber hygiene in schools enables students to develop comprehensive competencies for
safe digital behavior, thereby raising the overall level of digital culture in Ukrainian society.

International massive open online courses (MOOCSs) on platforms such as EdX also contribute
significantly to enhancing educators’ digital competence. The course “Get Started Teaching
Computing in Primary Schools” (ages 5-11) focuses on the safe use of computers and the internet,
while the course “Teach Teens Computing: Cybersecurity” (ages 14-16) covers cybersecurity
concepts, types of cyberattacks, and tools for protecting data, devices, and networks. The online
course “Cyberbullying” trains teachers to identify, prevent, and respond to instances of online
harassment, including collaboration with parents and law enforcement. The curriculum includes
modules on the forms, causes, and consequences of cyberbullying, as well as strategies for prevention
and incident reporting (HaymoBa, bynbBincbka, 2024).

Conclusion. In conclusion, fostering cyber hygiene in the educational environment is an essential
component of contemporary digital culture and the security of participants in the educational process.
The combination of government initiatives, educational platforms, public projects, and international
online courses ensures systematic preparation of students, educators, and parents for safe digital
behavior. Interactive teaching methods and practical exercises support the development of skills for
protecting personal data, preventing cyberbullying, and responsibly using digital resources.
Ultimately, implementing cyber hygiene contributes to enhancing the digital culture and information
security of Ukrainian society as a whole.
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