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SCHOOL-BASED CYBERBULLYING PREVENTION IN THE PEER ECOLOGY:
SOCIAL NORMS, BYSTANDER BEHAVIOUR, AND SCHOOL CONNECTEDNESS

Abstract. This article examines school-based cyberbullying through the lens of the peer ecology.
Evidence from 2024 — 2025 shows that incidents persist even where basic online-safety lessons exist,
if classroom social norms tacitly tolerate aggression and bystanders expect others to remain passive.
Synthesising findings on the roles of descriptive and injunctive norms, the effectiveness of bystander-
focused programmes, and the protective function of school connectedness, we propose a three-lever
prevention model: (1) explicit norm work in class that surfaces perceived peer approval, corrects
pluralistic ignorance, and co-creates a defending-oriented injunctive norm; (2) rehearsal of defending
in realistic digital scenarios that personalise responsibility and lower situational barriers to
intervention; and (3) strengthening school connectedness via visible adult follow-up, recognition of
prosocial bystander actions, and sustained teacher - student relationship routines. Designed for
Ukrainian and wider Central-European contexts (including hybrid learning and limited adult
supervision online), the model treats cyberbullying as a relational phenomenon distributed across
skills, group processes, and institutional climate. By shifting the target from “what students know” to
“what they believe their peers expect,” it increases the likelihood of early supportive bystander action
and durable reductions in both perpetration and victimisation.

Keywords: cyberbullying; social norms; bystander behaviour; school connectedness; peer
ecology; prevention; adolescent wellbeing

Cyberbullying in schools continues to occur even in settings where students already receive basic
online safety or “cyber hygiene” lessons. Recent empirical work (2024-2025) indicates that this
persistence is not primarily a deficit in individual skills but a function of the peer ecology within
which online interactions take place. Adolescents tend to act in accordance with what they believe
their classmates approve of, and they withhold help when they expect others to remain passive. In a
2025 study integrating the Theory of Planned Behaviour with norm constructs, Prestera and
colleagues showed that both descriptive norms (“what peers do”) and injunctive norms (“what peers
approve of’) made significant, positive contributions to adolescents’ intention to engage in
cyberbullying, over and above attitudes and perceived behavioural control; conformity also amplified
the effect of norms on intention. This implies that, where the peer group silently tolerates online
aggression, individual knowledge about safe behaviour is insufficient to prevent participation.

This interpretation is supported by the 2024 wave of meta-analytic research on bystander interventions.
Two independent papers in Health Education & Behavior reported that programmes aimed at bullying
and cyberbullying were most effective when they trained defending directly, used realistic digital
scenarios and personalised responsibility for acting; broad digital literacy units were clearly less effective
at changing actual bystander behaviour (Chen, 2024; Qiqi, 2024). These findings were echoed in editorial
syntheses on bullying and cyberbullying bystanders, which stressed that the developmental course of an
incident can be altered in both offline and online settings, but only if adolescents feel both morally
authorised and socially supported to intervene (Chu, 2024). Taken together, these results place the
pedagogical focus squarely on the class or year group: it is the local social norm that determines whether
a supportive message in a group chat is “allowed”, not the mere availability of technical advice.

A second, converging line of evidence derives from studies on school connectedness as a protective
factor. Using large adolescent samples, Ajibewa and co-authors (2025) found that school connectedness
significantly moderated the association between peer-bullying victimisation and depressive symptoms.
Adolescents who felt strongly attached to school, teachers and classmates showed a weaker victimisation—
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distress link than those with low connectedness. Likewise, Liu (2025) demonstrated that social
connectedness together with parental support alleviated loneliness arising from school bullying, which
underscores the importance of relational resources surrounding the learner. Earlier intervention reviews
had already indicated that general school factors (climate, sense of belonging, perceived fairness)
condition the success of anti-bullying programmes (Chicote-Beato, Gonzalez-Villora, Bodoque-Osma, &
Navarro, 2024). When students experience the school as a reliable source of support, a hostile online
episode does not become the sole relational reference point, and peers find it easier to align with the target
rather than with the aggressor. For preventive work, this means that strengthening connectedness is not
an optional wellbeing supplement but a precondition for peer norms to operate in favour of the victim.

On the basis of these strands, a peer-centred prevention model can be formulated. Its starting
assumption is that school-related cyberbullying is sustained by perceived peer approval; the first
pedagogical task is therefore to make norms explicit and discussable in class. Short, teacher-led
classroom activities that juxtapose students’ personal disapproval with their beliefs about what “most
others” think frequently reveal a pattern of pluralistic ignorance. In other words, most students
actually disapprove of online cruelty but wrongly believe that their peers tolerate it. Making this gap
visible enables the group to articulate and internalise an injunctive norm against cyberbullying, in
line with what Prestera et al. (2025) recommend for norm-focused interventions. The second task is
to rehearse defending on the actual platforms, group-chat situations and image-sharing practices that
students use. This addresses the concrete situational barriers to bystander action that the 2024 meta-
analyses identified (for example, diffusion of responsibility or uncertainty about the victim’s
reaction). The third task is to stabilise school connectedness through visible adult follow-up, public
recognition of prosocial bystander behaviour and sustained teacher—student relationship work, so that
potential defenders are confident that the school will support them.

This peer-ecology perspective differs from device-regulation approaches and from policy-only
approaches in two respects. First, it treats the class or peer group as the primary arena of change and it views
school policies as scaffolding for that change rather than its driver. Second, it is well suited to contexts such
as Ukrainian and wider Central-European schools operating under hybrid, resource-constrained or conflict-
affected conditions, where adult surveillance of students’ online activity is realistically limited. In such
settings peers are frequently the only ones present at the moment of the incident. If those peers have
internalised a defending-oriented norm and feel connected to school, preventive efforts can still succeed.
This is consistent with UNESCO’s (2024) call, which stressed that policies and complaint mechanisms must
be complemented by the maobilisation of the whole school community, including students themselves.
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